Venkata Raju Putra
Senior Security Engineer

9676443303 Hyderabad, India

Objective

Masters in Cyber Security and Digital Forensics with 6+ years’ experience in Information security domain has
ability to audit, review, write reports, research solutions, and implement security controls.

Computer competencies include Application Security Testing Vulnerability Assessment, and Penetration Testing.
Can perform security research, planning, execution, and maintenance.

Skilled at training internal users on security procedures and preventative measures with excellent communication
skills. Willingness to learn, ability to follow instructions, and work cooperatively within team environments.

Education

K L University

Guntur, AP
M.Tech in Cyber Security and Digital Forensics

Andhra University

Vishakhapatnam, AP
B.Tech in Computer Science and Engineering

Certifications

Technical
Skills

OFFENSIVE SECURITY CERTIFIED PENTESTER (OSCP) - 2023
Offensive Security | Certificate Number: OS-101-50678

CERTIFIED RED TEAM PROFESSIONAL (CRTP)- 2022

Pentester Academy | Certificate Number: ADLID5308

CERTIFIED ETHICAL HACKER PRACTICAL (CEH) - 2020 (expi1
E C Council | Certificate Number: ECC4081937256

e VULNERABILITY ASSESSMENT (VA)

. PENETRATION TESTING (PT)

e WEB APPLICATION / API / MOBILE AND THICK CLIENT
PENTEST

. DESIGN REVIEW AND CONFIGURATION REVIEW

. SECURE CODE REVIEW

e ACTIVE DIRECTORY PENETRATION TESTING

Tools: BURP SUITE, NMAP, NESSUS, ACUNETIX, FORTIFY,
CHECKMARX, NEXUS IQ SERVER, QUALS, DETECTIFY AND ARES

Experience

Oracle, Hyderabad

Senior Security Engineer December 2023 — Present

. Perform vulnerability assessment and penetration testing which includes both manual and automated DAST & SAST
for Oracle Fusion SAAS applications using various security tools like BurpSuite, ZAP, Weblnspect, Fortify and
DetectSecrets.

. Perform manual and automated API security testing.

. Perform docker image and Kubernetes security testing.

. Review pod security standards and network policies. Also perform Nessus scan on the hosts.

. Create a detailed report on vulnerabilities identified and provide a remediation suggestion's.

. Develop automation scripts for integration of security tools in CICD pipeline.

. Developed Burp extenders to improve the testing coverage and automate security testing processes.

. Explore and evaluate various security tools available for DAST, SAST, Docker, Kubernetes security and defect
management


https://putravenkataraju164.github.io/
mailto:mrpvr@outlook.com

Venkata Raju Putra
Senior Security Engineer

KPMG ASSURANCE AND CONSULTING SERVICES LLP, Bangalore
Consultant (On-Client) March 2022 — November 2023
Associate Consultant (On-Client) May 2021 — March 2022

e  Ability to take full ownership of assigned work in penetration testing. Responsibilities include :
Penetration testing Web, Android and Thick client applications. Perform manual and automated secure
code review. Revalidate the existing issues and conduct meeting with management and developers to
discuss the impact and remediation.

Understand the applications business functionality and construct business logic test cases.

Analyzing in-house tool bases report and eliminating false positives results.

Providing comprehensive report on vulnerabilities and action items to fix the identified vulnerabilities.
Received Kudos award 3 times for finding and reporting critical business- related issues in multiple
applications.

. Delivered presentations within team to share technical knowledge.

PARALOK INFORMATION SECURITY - Hyderabad
Information Security Analyst (On-Client) Feb 2020 — April 2021

o Provide threat and vulnerability analysis as well as action on security advisories.

o Analyzing and investigating security log data from a large number of heterogeneous securities devices,
network devices, and production servers.

o Assess vulnerabilities in internal and production systems and reporting respective owners to fix them.

. Monitor security infrastructures and prepare various reports with relevant security metrics for senior
management.

o Hands on experience with Sysward, Alert logic, Trend micro and Barracuda web application firewall.

O O O

U U
Feb 2020 - April 2021 May 2021 - Nov 2023 Dec 2023 - Present
Information Security Analyst Associate / Consultant Senior Security Engineer
Paralok Information KPMG India Oracle
Security
Honors & . Received multiple rewards in hackerone platform for private hacker one programs.

e  Delivered seminar on ‘NATIONAL SECURITY & STRATEGIC STUDIES CYBERSECURITY & ITS USE
Awards CASES’ | D.N.R. College of Engineering and Technology | 2019
® Emerged as a WINNER in the District-Level Ideate & Innovate Challenge, in CyberThon 2018 event held
at Visakhapatnam organized by Andhra Pradesh Information Technology and Academy (APITA).
e Attended Microsoft Blue Hat India 2024 / 2025 event
| Hyderabad
Delivered session on Thick Client Security at Null Community Monthly Meet | Hyderabad

Attended NullCon 2026 Goa.

LANGUAGES ENGLISH, HINDI AND TELUGU


https://putravenkataraju164.github.io/

